Rural America is a vital, diverse component of the American community, comprising nearly 20% of the population of the United States. Rural communities are heterogeneous and differ in population density, remoteness from urban areas, and the cultural norms of the regions of which they are a part. They also have less healthcare information technology (IT) in place than do their urban counterparts. 1,2
Rural Communities and Healthcare Information Technology
Studies reflect various outcomes in the use of healthcare IT in the rural setting. For example, one study concluded that compared with nationwide physician populations, rural physicians are using the Internet with the same frequency as most physicians. However, it was noted that their scope of use was likely to be more limited. Barriers to using the Internet are difficult to determine, but lack of time, hardware, and a sense of need appear to be important factors. 3 Other studies suggested that significant barriers to computer and Internet access exist, which can be identified across the healthcare community. 1, 4 This contributes to an overall limited use of existing electronic resources that inhibit activities such as evidence-based practice. 5, 6 Recent publications suggest that efforts at healthcare quality improvement using technology can indeed be successful in rural communities. 5 This grant involved a hospital collaborative for excellence using information technology over 3year period. The project activities focused on the improvement of patient care safety and quality in Southern rural and small community hospitals through the use of technology and education. The technology component of the design involved the implementation of a Web-based business analytic tool that allows hospitals to view data, create reports, and analyze their safety and quality data. Through a preimplementation and postimplementation comparative design, the focus of the implementation team was twofold: to recruit participant hospitals and to implement the technology at each of the 66 hospital sites. Rural hospitals were defined as acute care hospitals located in a county with a population of less than 100 000 or a stateadministered Critical Access Hospital, making the total study population target 188 hospitals. Lessons learned during the information technology implementation of these hospitals are reflective of the unique culture, financial characteristics, organizational structure, and technology architecture of rural hospitals. Specific steps such as recruitment, information technology assessment, conference calls for project planning, data file extraction and transfer, technology training, use of e-mail, use of telephones, personnel management, and engaging information technology vendors were found to vary greatly among hospitals.
Quality Improvement Project Description
This quality improvement project was supported by a grant involving a hospital collaborative for excellence using IT over a 3-year period. The IT used for the collaborative was supported by a data collection-storageretrieval system whereby administrative data, namely, hospital inpatient discharge billing claims, were extracted from the hospital's main information system, in a standard file format, and transferred electronically to our data warehouse. Because the data files contained protected health information (PHI), all data transfers were conducted using a secure file transfer (SFT) protocol to ensure compliance with the Health Insurance Portability and Accountability Act. Data in the data warehouse were stored in a database and available for retrieval by the participating hospitals via secured Internet access. The project activities focused on the improvement of patient care safety and quality in Southern US rural and small community hospitals through the use of technology and education. The project objective was the implementation of a Web-based analytic tool that allowed rural hospitals to view data, create reports, and analyze their patient safety and quality using the administrative databased AHRQ patient safety indicators (PSIs) and inpatient quality indicators (IQIs) and the Centers for Medicare and Medicaid Services (CMS) quality indicators, detailed in a seperate publication. 11 Specifically, the goals of the project were the following:
educate hospital staff on how to use data, information, and tools to improve patient care; measurably improve patient care by the use of technology that provides readily available patient safety and quality information; share best practices using technology and collaboration; and determine the optimum approach among two methods to improve patient care (technology and education).
We believed that these goals would assist rural and small community hospitals to improve patient safety and quality, improve the data integrity of their patient data files, optimally position hospitals for public reporting mandates, prepare for pay-for-performance initiatives by payers, enhance strategic planning and marketing efforts, and improve financial status.
Partners in this quality improvement project included a major university system health science center institute with a focus on rural and small community health, a major healthcare system with a focus on quality improvement evaluation, the Texas Quality Improvement Organization (QIO), a healthcare data management organization, and an acute care hospital that also was the applicant organization. The technology implementation team consisted of a core team of members from each partner organization.
The focus of this team was twofold: to recruit participants and to implement the technology at each hospital site. In addition to the technology implementation, the implementation team was responsible for hospital staff training in the use of the analytic tool to create reports for safety, quality, and market analysis. The university system health science center rural and small communityfocused institute team members were then responsible for assisting the participating hospital staff to initiate quality improvement programs resulting from the data analysis.
Rural hospitals were defined as acute care hospitals (General Medical Surgical service type as indicated on the 2003 American Hospital Association Hospital Survey) located in a county with a population of less than 100 000. In addition, all Critical Access Hospitals in this southern state were included, making the total population target 188 hospitals. From these 188 hospitals, 66 were recruited into the quality improvement project, of which 26 were Critical Access Hospitals.
Working on this quality improvement project, we have learned lessons related to management and technology. These are discussed here in an effort to be useful to others in the field. Project management-based lessons learned involved a variety of rural-specific differences related to recruitment, the IT assessment form, contracts and forms management, conference calls process, technology training and materials, use of telephones and e-mail, personnel resource management, and management of data reporting to state and federal agencies. Technology-based lessons learned involved the data file extraction process, data cleansing process, historic file processing, data file transfer, and the Web-based seminar (Webinar) technology training sessions.
PROJECT MANAGEMENT-BASED LESSONS LEARNED

Recruitment
Recruitment efforts involved creating and providing brochures, recruitment letters, presentation files, and a video-based CD that demonstrated how the Web-based analytic tool is used to access hospital data for patient safety and quality, and hospital market analysis. The implementation process began after the chief executive officer (CEO)/administrators agreed to participate in the project. However, not all individuals assigned to the project were fully aware of its objectives. Because of this, the implementation team had to regroup with the hospital staff and clarify the project details, including the amount of time, resources, and skills needed for the project. Thus, a key strategy for the project implementation was working with the CEO/administrators, chief financial officers, and quality directors to identify and involve the right personnel to support the quality improvement project effectively.
Information Technology Assessment Form
The two-page IT assessment form was created with simplicity in mind so that the first step in participation was an easy one. Once a hospital member responded to the recruitment effort, the implementation team provided the IT assessment form with instructions on how to complete and return it to the data management organization to determine technological qualification. Although all hospitals used the form successfully, revisions were needed to clarify some of the questions. The form included questions about the current hospital information system (HIS) vendor, paper bill generation, automation of the admission, discharge, and transfer system, electronic insurance billing formats used, to whom hospital discharge data are submitted, type of Internet connection, and specification of existing workstation hardware.
One example of needed clarity was the question related to the submission of CMS quality indicators. A key requirement for data analysis was to know not only if they submitted but also whether or not they submitted 100% of their cases that met reporting criteria. Because this was not clear on the form, we asked this question directly during the initial implementation planning audioconference call. The question related to state hospital discharge data reporting also needed clarification. In both of these situations, we learned that getting answers to these questions from the state QIO and the state Department of Health Services, respectively, was the most timely and accurate method of gathering the information.
One example of the merits of talking directly with state agencies on behalf of rural and small community hospitals was evident when we learned that several hospitals were not submitting their CMS quality indicator data because of the difficulty they had in either downloading or using the reporting software. Some of the hospitals did not have the appropriate bandwidth or computer technology available to adequately download the needed reporting tool. This issue of adequate hardware and software infrastructure in rural health has been reported previously. 12 
Contract and Forms Management
Contract and forms management was time-consuming and sometimes confusing for participants. The various types of documents necessary for the project included a Business Associate Agreement, SFT request form, IT Assessment Form, Web-based analytic tool standard and drill-thru registration, CMS Disclosure Information to a Facility's Agent, hospital profile form, state database license agreement and hospital profile, and state certification file request form. They reflect most contracts and forms required to maintain privacy and security of data, and we tried to provide them in unison, but that was not always possible. To compensate, we carefully worded information for participants and created templates so that each participant received the same communication. To keep track of whether or not given forms were returned, a contract management database was kept along with other key documents and content.
Audioconference Calls
Depending on the responsiveness of the hospital, scheduling of the initial implementation planning audioconference calls took between 2 and 12 weeks from the time the hospital responded to the initial recruitment letter. Because it was so challenging to connect by e-mail and by telephone with the contact person at these hospitals, one team member was given primary responsibility for scheduling the calls. We kept a log of each contact, and by the third set of attempts, the contact was switched to the project manager, who personally attempted the contact and reemphasized the importance of scheduling the call in a timely manner.
Once the call was scheduled, we then focused on getting the right individuals on the call by emphasizing the need for ''someone familiar with the insurance claims billing part of their hospital information system, someone involved with quality improvement, and if possible, someone involved with finance and/or marketing.'' Few of the participating hospitals have dedicated IT staff. This is reflective of the digital divide that exists between rural regions and urban communities. 1 Having a business office and/or medical records department representative attend the conference call was most successful because the data extraction component of the project depended on them.
The conference calls lasted between 45 and 90 minutes following agenda items previously sent to participants. The most successful conference call was the one in which, at the request of the hospital, a Webinar session demonstrated the data that would be available from the extract and the tool to access it. From that point on, time and funding for Webinar demonstrations were included because the live demonstrations conducted at recruitment time were either too far in the past or different individuals had attended.
Technology Training Session
The core training component of the project focused on the Web-based analytic tool used to access the hospital discharge information in the data warehouse. This included comparative patient safety, quality, and market data on each of the hospitals. During this project, an average of two staff members per hospital attended the daylong basic training session.
There was confusion about two issues concerning core training: (1) who should attend and (2) how the training related to the initial file extraction effort. Ideally, attendees should be staff members responsible for patient safety and quality and should have the main access to this tool. However, in most cases, that role was not well defined or occurred among many additional roles. Thus, we encouraged several individuals from each hospital to attend training so that they could decide primary responsibility as a group.
Confusion also existed regarding the relationship between training and the initial file extraction process. The difference between the two training sessions, that is, the Web-based analytic tool session versus the SFT session, and who should be involved in each, was explained to each attendee. Making the additional effort to explain and re-explain these complex processes minimized confusion for the hospitals.
Use of Telephones, E-mail, and E-mail Attachments
During the implementation phase of the project, we used telephone calls, e-mail, and e-mail attachments as a means of communication with the individuals involved in the implementation process, in lieu of face-to-face meetings. Telephone calls were the most successful of these alternative options for communicating one-on-one with key individuals; however, there were challenges.
Often the challenge was that the individual receiving the call was not at the office. Voice mail was available in about 50% of hospitals; therefore, we left messages with the hospital operator and/or the person was paged overhead. Most of the time, calls were not returned in the requested time frame; staff members of these rural hospitals have multiple roles and were involved in other activities. As an example, on several occasions, we were surprised to find that the key project individual at the hospital was ''relieving the hospital operator for lunch.'' Because of the increased need for telephone calls, the initial budget for long distance and 800 number conference calling was readjusted. Travel money was transferred to the telephone budget and telephone call expenses were shared among partners. A database containing critical telephone numbers was created on a portal where we could share information among project team members. We also entered telephone numbers into the contact database to facilitate access among team members.
Communicating by e-mail was another challenge. Some individuals did not have hospital-based corporate e-mail accounts. This could be due to contractual limitation with the e-mail service provider and/or to hospital policy. To accommodate, these individuals used personal e-mail accounts from free commercial email companies to communicate with us. This worked in most circumstances, except when sending confidential information such as login IDs and passwords to access secured file servers as well as PHI. Because these public accounts might lack the required security to receive e-mails generated automatically by the data management organization's SFT server, we created an alternative to the usual process. All the notifications sent to public e-mails accounts were diverted. The information contained in the diverted e-mail was then provided to the individual via telephone. This alternative met our standards for security while avoiding additional technical requirement by the hospital. Four of the hospitals required use of this alternative method when communicating about PHI.
E-mail attachments were another challenge. Large e-mail attachments such as training handouts were not accommodated by the e-mail servers of certain hospitals. To address this, we created a new folder in the existing SFT portal to house these large documents. Participants could then download them directly rather than receive them by e-mail. This e-mail limitation may be indicative of other documented hardware and software characteristics in rural settings. 4 
Personnel Resource Management
Frequently, despite best efforts at project management, personnel resources at the hospitals were so limited that it caused significant project delays. To accommodate these circumstances, site visits were initiated with the following aims: ascertain commitment of upper management, search for alternatives to project completion, and actually do the work in place of the hospital staff.
In addition, other hospitals in the quality improvement project were willing to support fellow hospitals, and we elicited their support to encourage and/or actually help the hospitals experiencing personnel and resources issues. These approaches were extremely effective for the most difficult hospital implementations, and although costly in terms of personnel work hours and travel expenses, this was likely the only option for including these hospitals.
Management of Data Reporting to State and Federal Agencies
The implementation team faced considerable challenges in managing the hospitals' compliance with state and federal data reporting requirements. Although most rural hospitals are exempt from mandatory hospital discharge data reporting to the state, the project partnership with the Texas Department of Health Services allowed free access to the state hospital discharge database of more than 500 hospitals normally available at an average cost of $2000 per year. This larger database provided an opportunity to benchmark with more hospitals, and the only requirement to get this additional benefit was to comply with the state reporting requirements. Figure 1 represents a typical analysis of hospital services grouped by the top six product line discharge volumes, or case counts, for a given market place. Because of this offer, 75% of the project participating hospitals chose to submit data.
Getting hospitals previously exempt to agree to submit data to the state was relatively easy. However, getting them to comply with these state requirements for data submission required significant technical and resource support from the implementation team. The team had to provide specific training on the submission process, including access to the state Web-portal, download and use of correction and certification software, and keeping a close follow-up to assure that the hospitals did not miss important deadlines, which could result in monetary fines. Despite these efforts, 15 hospitals did not have the resources to do it and the implementation team had to perform the work for them.
The team faced similar challenges with reporting of the CMS quality indicator data. Figure 2 reflects the type of comparative analysis for CMS compliance rates useful for hospitals during their performance improvement efforts. However, we learned that, because this data collection requires the review of the patient medical record and manual abstraction, many hospitals did not have the resources to do it on a regular and timely basis or did not do it at all. Because of the importance of having these data for the project evaluation, all partners in the project invested additional resources to increase the compliance with data abstracting and reporting, including on-site visits to do the abstraction.
TECHNOLOGY-BASED LESSONS LEARNED
Data File Extraction
We identified two types of HISs: (1) one for which extraction of the hospital discharge data files was possible through use of a format-compatible software program integrated into the HIS and (2) one for which no such program readily existed or did exist but was beyond the financial and personnel resources of the grant. For the latter type of HIS, a ''data entry tool'' was cocreated by two of the grant partners. This software data entry tool involved an indirect process. Data could be extracted via flat file query from the HIS and then imported into the software data entry tool, which then created the needed formatted file. Of the 66 hospitals, nine qualified for use of the data entry tool. For the remainder of hospitals, implementation of the extraction program was conducted in tandem with the hospital's HIS vendor at no additional cost to the hospital or the grant.
Variation in HIS vendor engagement with the project provided another lesson learned in that some were easy to access but complex to implement while others were difficult to access but less complex to implement. Most of the major HIS products in the market were used by at least one of the participating hospitals. One vendor whose product targeted small community and rural hospitals was used by 22 of the 66 hospitals. This HIS vendor had a free extract ready for use that was by far the quickest, easiest, and most engaging implementation. Another extract by a major HIS vendor was fairly difficult and time-consuming to implement, requiring numerous conference calls and complex system implementation instructions; however, this vendor's account representatives were fairly easy to engage. Two other ma-jor HIS vendors were easy to engage but their extract implementation was expensive.
Data Cleansing and Data Quality Analyst
USING DATA QUALITY ANALYST ON-SITE
Data Quality Analyst (DQA) is the proprietary software program developed by the data management partner organization to ''clean'' the hospital discharge data before they are processed for storage to the data warehouse. Originally, DQA was to be deployed in 10 hospitals so that they could process and correct their own data. However, when it was offered to selected hospitals as a way to clean their data on-site, they had only moderate interest. We believe that this was because we had underestimated the hospital-based effort to conduct the initial extract of the hospital discharge data file; therefore, the effort to clean the data using DQA seemed overwhelming. Thus, implementation of DQA was postponed almost a year, until hospitals were more able to clean their own data, at which time six hospitals implemented DQA data cleansing on-site. In the intervening time, data files were processed at the data management organizations. The lesson learned was to stagger technology implementation timelines by achieving success in one aspect of the implementation before attempting the next phase.
DATA CLEANSING
Another lesson learned involved the use of DQA at the data management organizations. The use of DQA yielded a number of data errors that needed to be addressed by the hospital staff. Because these hospitals had little prior exposure to their hospital discharge data, they were somewhat surprised by the amount of data corrections needed. Typical errors were missing zip code, missing social security number, missing principle diagnosis, and missing race and ethnicity. In the future, we would more clearly explain this part of the grant requirements, emphasizing that optimal data analysis starts with clean data and the associated benefits.
PRE-AND POST-DATA QUALITY MEASURE PERCENTAGES
Tracking of data quality measure (DQM) percentages before and after DQA processing and cleansing created another challenge. Pre-and post-DQM percentages were the only way to measure the improvement in data coding after the DQA data cleansing. The DQM percentage was defined as the number of claims requiring corrections prior to file transfer into the data warehouse divided by the total number of claims. Initially, we did not compute these percentages; however, subsequently, we initiated a significant effort to retrospectively compute the DQM percentages for each file processed. This timeconsuming process was a key lesson learned. In the end, we collected the needed data to analyze the pre-and post-DQM percentages. Figure 3 illustrates a trend of the results where, for all the hospitals, the postprocessing DQM percentages were higher than the corresponding preprocessing DQM percentages.
Historic Files Processing
We needed historic files from past quarters up to the first quarter of 2003 in order to provide adequate trend analysis and preimplementation-postimplementation comparison. Hospitals were surprised by the amount of data corrections needed and the amount of time needed to accomplish data cleaning of these historic files. In addition, it was difficult to obtain files from some hospitals because data correction was timeconsuming and more difficult the older the file. This was overcome when the hospital staff attended the Web-based analytic tool core training, where they saw the impact and use of trended data for quality analysis. Thus, another lesson learned was the need to more clearly explain this part of the project requirements, emphasizing that optimal data analysis starts with clean data over time.
Data File Transfer
Transfer of the data file from the hospital to the data management organization's data warehouse occurred over the Internet using a secure data encryption process, called SFT. This process is similar to attaching a file to an e-mail message, except that it is protected from unauthorized access as it travels via the Internet. The IT knowledge and skills of hospital participants varied, and several times, we noted that the level of knowledge for general file management had been overestimated. This was evident during file transfer in about 25% of hospital staff who sent the hospital discharge files to the data management organization. Users often did not know how to locate these files on the desktop or how to rename them. For example, even after we sent the participants a PowerPoint presentation (Microsoft, Redmond, WA) on how to change filenames, some still required one-on-one training. Thus, another lesson learned was that more emphasis on basic operating systems functionality is required.
Webinar Training Versus Travel Budget
A total of 117 participants logged into Webinar training sessions for the Web-based analytic tool. We used Webinar training sessions for special data analysis training using CMS indicators, PSIs, IQIs, physician data, and drill-through to patient-level data. Participants indicated that these Webinar training sessions were favorable to on-site training because no travel time was required. To meet the participants' demand for more Webinar training sessions than initially planned, we amended the overall budget by transferring dollars from road travel to Webinar training sessions. Thus, we traveled less to hospitals and conducted more Webinar training sessions. The associated lesson learned was that more comprehensive assessment of participant training needs should be undertaken before the budget is finalized.
IMPLICATIONS FOR QUALITY IMPROVEMENT
Quality improvement efforts conducted in the rural communities have been initiated previously; however, rarely has technology been a major component. 2 Several of the key project and technical findings have implications for rural health in the future.
First, noting that hospital participants have multiple roles within their organization and individual staff technology skills vary greatly, careful attention must be given to identifying the right staff for the IT project activities. Second, because of the unique technology adoption rate in rural settings, we must provide time for adequate success with one aspect of the technology implementation before proceeding to the next. Third, observing that telephone calls, Webinars, and on-site travel were the most effective means of accomplishing the project goals, appropriate budget allocation should be considered. These methods are critical to accomplishing the essential consistent and frequent communication. Fourth, recognizing the importance of hospital leadership, as well as primary workforce, engagement in technology projects, we needed a better understanding of how to assess ''engagement.'' A limitation of this quality improvement project was that the results, thus far, have not been analyzed for the degree of engagement of each hospital. This variable may be more indicative of technology project success than traditional characteristics such as bed size and/or county population.
Our involvement in this rural hospital technology project has been extremely rewarding. Although we believe that technology implementation of 66 rural hospitals is a significant accomplishment, in the future, we would focus more effort on education and communication strategies.
